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Data Protection with Raid

● Software raid and hardware raid
● RAID 1 (Disk Mirroring)
● RAID 5 (Striping with parity)
● RAID 6 (Striping with double parity)
● RAID 10 (Striping + Mirroring)
● Hot spare



  

Software raid and hardware raid
Hardware raid is directly managed by a dedicated 
hardware controller to which the disks are connected. 
The raid calculations are managed by an on-board 
processor which offloads the strain on the host processor 
CPU. HW controllers do provide an extra failsafe element 
with its BBU (Battery Backup Unit) that protects your data 
in case of an unexpected power loss to the server.

Software RAID is part of the OS and is the easiest and 
most cost effective implementation. It does not require 
the use of an additional (often costly) piece of hardware 
and the proprietary firmware.



  

RAID 1 (Disk Mirroring)

RAID 1 writes and reads identical 
data to pairs of drives. This process 
is often called data mirroring and 
it’s primary function is to provide 
redundancy. If any of the disks in 
the array fails, the system can still 
access data from the remaining 
disk(s). Once you replace the faulty 
disk with a new one, the data is 
copied to it from the functioning 
disk(s) to rebuild the array. RAID 1 
is the easiest way to create failover 
storage.



  

RAID 5 (Striping with parity)
RAID 5 stripes data blocks across 
multiple disks like RAID 0, however, it 
also stores parity information (Small 
amount of data that can accurately 
describe larger amounts of data) 
which is used to recover the data in 

case of disk failure. This level offers 
both speed (data is accessed from 
multiple disks) and redundancy as 
parity data is stored across all of the 
disks. If any of the disks in the array 

fails, data is recreated from the 
remaining distributed data and parity 
blocks. It uses approximately one-

third of the available disk capacity for 
storing parity information.



  

RAID 6 (Striping with double parity)

Raid 6 is similar to RAID 
5, however, it provides 
increased reliability as it 
stores an extra parity 
block. That effectively 
means that it is possible 
for two drives to fail at 
once without breaking the 
array.



  

RAID 10 (Striping + Mirroring)

RAID 10 combines the 
mirroring of RAID 1 with 
the striping of RAID 0. Or 
in other words, it combines 
the redundancy of RAID 1 
with the increased 
performance of RAID 0. It 
is best suitable for 
environments where both 
high performance and 
security is required.



  

Hot spare 

A hot spare, also called a hot 
standby, is a backup component 
that can be placed into service 
immediately when a primary 
component fails. In storage, hot 
spares are used to replace failing 
or failed disks in a RAID 
configuration. Originally, a hot 
spare had to be included in the 
array being protected, but through 
advances in controller design and 
SAN architecture, several arrays on 
the same SAN can now share hot 
spares. 



  

Backup data

● Data backup types explained: Full, 
incremental, differential

● Storage snapshot
● Snapshot vs. backup
● Backup with bacula
● Netapp snapshot & snapmirror



  

Data backup types explained: Full, 
incremental, differential

● A full backup is exactly what the name implies. 
It is a full copy of your entire data set.

● Incremental backups only backup the data that 
has changed since the previous backup.

● A differential backup is similar to an incremental 
backup in that it starts with a full backup, and 
subsequent backups only contain data that has 
changed. 



  

Backup with oss bacula



  

Storage snapshot
● In computer systems, a snapshot is the state of a system at a 

particular point in time. The term was coined as an analogy to that in 
photography.

● Incremental snapshots create timestamps that allow a user to go 
back to any point in time. Incremental snapshots can be generated 
faster and more frequently than other types of storage snapshots. 
And because they do not use much more storage space than the 
original data, they can be kept longer. Each time an incremental 
snapshot is generated, the original snapshot is updated.

● Continuous data protection (CDP) uses snapshots to back up a 
system in a way that allows users to recover the most up-to-date 
instance of data. CDP can back up data each time a change is made. 
 CDP also keeps a record of every change that occurs, so it is always 
possible to recover the most recent clean copy of the data.



  

Snapshot vs. backup
● Snapshots provide quicker and easier access to data and can 

be leveraged by backup applications to enable features like 
instant recovery. 

● But while storage snapshot technology is a helpful supplement 
to a backup plan, it is not considered a full replacement for a 
traditional backup.

● Relying on stored snapshots for backups can take up storage 
space and seriously impact performance, and a storage 

snapshot is an instance, not a full copy of the data. 
● Snapshots are dependent on source data, so if that data is lost, 

the snapshot is gone as well. 

● Because of these vulnerabilities, it is not recommended to use 
snapshots in line of a full backup.



  

Netapp snapshot & snapmirror 



  

Netapp snapshot example (1/2) 



  

Netapp snapshot example (2/2) 



  

Network management system (NMS)
NMS is a set of software tools that allow an IT to supervise the individual 
components of a network (devices, servers, services).

Network management system components assist with:

 Network device discovery -  identifying what devices are present on a network.

 Network device monitoring - monitoring at the device level to determine the 
health of network components and the extent to which their performance 
matches capacity plans and intra-enterprise service-level agreements (SLAs).

 Network performance analysis -  tracking performance indicators such as 
bandwidth utilization, packet loss, latency, availability and uptime of routers, 
switches and  other Simple Network Management Protocol (SNMP) -enabled 
devices.

 Intelligent notifications - configurable alerts that will respond to specific 
network scenarios by paging, emailing, calling or texting a network 
administrator.



  

Opennms (1/3)



  

Opennms (2/3)
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Cisco Prime Infrastructure



  

Network security

● Firewalls
● Intrusion Prevention System (IPS)
● Unified Threat Management (UTM)
● UTM example



  

Firewalls
● Early on, the firewall function was initially performed by 

Access Control Lists (ACLs), often on routers. ACLs are 
essentially rules written out that determine whether 
network access should be granted or rejected to specific 
IP addresses and protocol.

● A firewall is a network security device that grants or rejects 
network access to traffic flows between an untrusted zone 
(e.g., the Internet) and a trusted zone (e.g., a private or 
corporate network).

● Stateful Inspection Firewalls add more functionality to 
access control as they have the ability to grant or reject 
access based not only on port and protocol, but also the 
packet’s history in the state table



  

Intrusion Prevention System (IPS)

An IPS is a network security/threat prevention technology 
that examines network traffic flows to detect and prevent 
vulnerability exploits. Vulnerability exploits usually come 
in the form of malicious inputs to a target application or 
service that attackers use to interrupt and gain control of 
an application or machine. Following a successful exploit, 
the attacker can disable the target application (resulting 
in a denial-of-service state), or can potentially access to 
all the rights and permissions available to the 
compromised application.



  

Unified Threat Management (UTM)

 UTM solutions were initially defined as the 
consolidation of stateful inspection firewalls, antivirus, 
and IPS into a single appliance. Over time, the UTM 
definition has expanded to include many other network 
security functions.

 Though UTMs provide a number of security functions 
in one product, the fundamental access control 
technology remains unchanged.



  

High availability

 Load balancing

 2 node cluster

 N-Tier Architecture

 Lb,cluster, 3-tier



  

Load balancing
 Load balancing refers to 

efficiently distributing incoming 
network traffic across a group 
of backend servers, also 
known as a server farm or 
server pool.

 Distributes client requests or 
network load efficiently across 
multiple servers

 Ensures high availability and 
reliability by sending requests 
only to servers that are online

 Provides the flexibility to add 
or subtract servers as demand 
dictates 



  

2 node cluster
A cluster consists of two or more 
computers working together to provide 
a higher level of availability, reliability, 
and scalability than can be obtained by 
using a single computer. 

Generally cluster technologies guard 
against three specific types of failure:

 Application and service failures, 
which affect application software 
and essential services.

 System and hardware failures, 
which affect hardware components 
such as CPUs, drives, memory, 
network adapters, and power 
supplies.

 Site failures in multisite 
organizations, which can be caused 
by natural disasters, power outages, 
or connectivity outages.



  

 N-tier architecture

N-tier architecture would involve 
dividing an application into three 
different tiers. These would be 
the

● Presentation layer: a layer that users 
can access directly, such as desktop 
UI, web page and etc. Also called 
client. 

● Application layer: this layer 
encapsulates the business logic (such 
as business rules and data validation), 
domain concept, data access logic and 
etc. Also called middle layer. 

● Data layer: the external data source to 
store the application data, such as 
database server, CRM system, ERP 
system, mainframe or other legacy 
systems and etc. The one we meet 
often today is database server. 



  

Load balancing with 2 node cluster 
in a 3-tier architecture



  

Server and storage

● Choose the Right Server for Your Needs
● Network-attached storage (NAS)
● Nas example
● Checklist: Buying A Server
● Operating system, processor,nics, memory 

and storage



  

Choose the Right Server for Your Needs 
The big names in the server market are Dell, HP, Lenovo, and 
Oracle. Choosing the right server depends in large measure on the 
applications you intend to run on it. 

If all you need is file sharing, automated client backup, and light-
duty remote access for PCs (typically ten or fewer), consider a NAS 
or even a Windows Home Server machine; QNAP, Seagate, and 
Synology are the major players in this arena. 

If you have very large storage requirements consider SAN or NAS 
from netapp or emc.

If you need to operate an email, manage a complex database, or run 
sophisticated server-based applications (such as ERP or CRM) or if 
you require large-scale virtualization capabilities, you’ll want a more 
robust option such as a rack servers, or blade servers. 



  

Network-attached storage (NAS) 
NAS is a method of remote 
file serving. 

● Rather than using the 
software on your own file 
system, file access is 
redirected to another 
device using a remote 
protocol, such as CIFS, 
ISCSI or NFS to do the file 
I/O on your behalf. 

● This enables file sharing 
and centralized data 
management.



  

Nas example



  

Checklist: Buying A Server

 Make a list of what will need to run on the server
 Determine the operating system, processor, 

memory and storage needs for each application 
 Choose which hypervisor will best suit your 

environment
 Design a solution that adequately mitigates the 

risk of bringing your business to a halt of a single 
component or device fails

 Check guaranty period and services



  

Operating system, processor, nics, 
memory and storage
● Opensource operating systems like centos and ubuntu

● Citrix XenServer, VMware's vSphere and Microsoft's 
Hyper-V. 

● Intel Xeon processors, check GHz and cores

● At least 32GB ram and check number of Dimms for 
performance

● Prefer SSD and SAS for performance, SATA for capacity

● At least 2 network cards

● Rackmounted with 2 power supplies



  

Open-Source Software

● What is Open-Source

● Popular Types of Open-Source Software

● Operating systems

● Web servers and cms

● Network, files  & users

● Mail – protection

● Development



  

What is Open-Source 

● Open-source software (OSS) is computer software 
distributed with its source code available for modification. 
The software usually includes a license for programmers to 
change the software in any way they choose. They can fix 
bugs, improve functions, or adapt the software to suit their 
own needs.

● Commercially available software, or proprietary software, 
doesn’t give access to its source code because the software 
is someone else's intellectual property.

● As a result, users often pay for it.
● OSS, on the other hand, is a collaborative effort -- the 

software is shared intellectual property among all who have 
helped develop or alter it. 



  

Popular Types of Open-Source 
Software

Open-source technologies 
helped establish much of the 
internet.

Many of the programs you 
and I use every day are based 
on open-source technologies. 
For example, Android OS and 

Apple’s OS X are based on the 
kernel and Unix/BSD open-
source technologies, 

respectively.  



  

Operaring systems 



  

Web servers and cms



  

Network, files  & users



  

Mail - protection



  

Development



  

General Security guidelines for 
servers

● Password Security
● Secure Communications
● Web Application Security
● Server Security



  

Password Security

● Use passwords with at least 8 characters.

● Use complex passwords that include numbers, 
symbols, and punctuation.

● Do not use personal information in passwords, e.g. 
your birthdate.

● Do not store passwords on laptops, smartphones or 
tablets that can be lost.

● Use a password manager to securely keep track of 
your passwords



  

Secure services communications
● Use Secure FTP instead of plain FTP.

● Use SSH instead of telnet.

● Use Secure Email Connections (POP3S/IMAPS/SMTPS)

● Secure all web administration areas with SSL (HTTPS).

● Secure your web forms with SSL (HTTPS).

● Use VPN when available.

● Use firewalls on all endpoints, including servers and 
desktops.

● Do not use public computers to access sensitive 
information.



  

Web Application Security (1/2)
● Update your web applications promptly.
● Scan web applications using remote security tools 

such as Nessus.
● Secure web application admin areas with IP based 

restrictions.
● Put sensitive files outside of document root or 

restrict access.
● Avoiding using shell commands within scripts.
● Validate data server-side not client-side.
● Do not rely on relative file and path names. Always 

set base directories.
● Limit file upload, creation activities to specific 

directories.
● Create safe error messages by not disclosing 

sensitive information in errors.



  

Web Application Security 2/2
 Be careful of what data you trust from a cookie; it can be 

manipulated.
 Encrypt configuration files that contain sensitive logins.
 Guard against application level DOS attacks by limiting 

field input length.
 Disable url fopen if possible.
 Enable safe mode, include directory and open base 

restrictions if possible
 Disable dangerous PHP functions if possible
 Be careful using version management tools on your doc 

root.
 Set default reply-to’s for web applications and monitor 

the email for bounces.
 Use version control systems.
 Use bug tracking and change log systems



  

Server Security
 Update your OS regularly – as in within hours of critical updates.

 Don’t install software that is not used.

 Make sure logs are working properly.

 Make sure you use a firewall.

 Remove default accounts in MySQL.

 Disable unused services.

 Maintain backups, Test backups.

 Do not do development on production systems.

 Monitor web traffic for unusual activity.

 Conduct regular, remote security scans.

 Harden default service settings in Apache, SSH and other services.

 Use root account only when required.  Use encryption.



  

THANK YOU FOR 
YOUR ATTENTION

Mr. George Lekatsas
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